Instructions & Technical Configuration to New SSO Users
Technical Configuration for SAML 2.0

This document describes how to configure your service/product to use Joint Web Login, a service within Uppsala University that enables simple login for
staff and students.

Note: Before performing configuration, preparatory steps must be taken to start the work. See the checklist for more information.

Contents:

Technical Configuration for SAML 2.0

Formal Requirements, Rules and Recommendations
Prerequisites

Setup and Configuration

Metadata

Publication of Metadata

Expectations:
As a provider, you are expected to

® be oriented in the field of SAML 2.0. Read more about SAML 2.0 here.
" be familiar with how your service/product connects to an IdP with SAML 2.0.

NOTE: All authorization (authorization management) and role management must be performed in your service/product.

Read more under Authentication and authorisation principles (Authorisation section).

Formal Requirements, Rules and Recommendations

Requirement / Rule / Recommendation Clarification Examples
All SAML keys/certificates you create when To comply with current recommendations and requirements and to
setting up your SP should have avoid having to regenerate SAML certificates on an ongoing basis.

- a key length of at least 4096 bits (RSA)

- a validity period that is very long (e.g. 100
years)


https://wiki.uu.se/x/WgHBIQ
https://en.wikipedia.org/wiki/SAML_2.0
https://wiki.uu.se/x/FIEGDw
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile

The entityID of the service should be in URL The entityID of the service must be unique and is usually set to be a

format. base URL to the part of the service that handles SAML 2.0. ® https://nyservice
. uu. se
Having a metadata URL as the entityID is recommended by Assertion / Shi bbol et h. sso
s and Protocols for the OASISSecurity Assertion Markup Language / Met adat a
(SAML) V2.0 (section 8.3.6 Entity Identifier). If using the SP

software Shibboleth SP
, this is the URL to its
metadata generator.

® https://nyservice
. uu. se
/ Shi bbol et h. sso
If using the SP
software Shibboleth SP
, this is usually its base
URL.

® https://nyservice
. uu. se/ shi bbol eth
This indicates that the
URL has something to
do with Shibboleth and
the Shibboleth SP
software.

® https://nyservice
. uu. se/ sani
This indicates that the
URL has something to
do with SAML.

® https://nyservice
.uu. se/
This is a URL that is
unique to the service.

There are application processes to the entity It is those formally responsible for the service who should be able to See Entity Categories for

categories that must be followed in order for the | produce the required information, ensure that the necessary Service Providers for details

service to be tied to ("tagged with") them. information pages and the like are available, and ensure that all the for the respective entity
requirements for an application are met. category.

Your SP and service metadata should meet all
the requirements in SWAMID SAML WebSSO
Technology Profile section 6 Operational
Requirements for Relying Parties.

Prerequisites
Step Instruction
1 Identify the appropriate entity category

The entity category should contain the information
(attributes) needed.

2 Check that the purpose of the service matches the
purpose of the entity category

If e.g. the service is not used in whole or in part to carry
out studies or research, then REFEDS Research &
Scholarship cannot be used.

Recommendation

See Entity Categories for Service Providers or the comparative overview Entity
Category attribute release in SWAMID and select one of these.

For services that need a personal identity number, REFEDS Data Protection Code
of Conduct (CoCo v2) is required.

For services used for collaboration between students and researchers, and that do
not need a personal identity number, REFEDS Research & Scholarship will usually
suffice.

For services that do not depend on the username being sent via the attribute eduP
ersonPrincipalName, REFEDS Personalized Access Entity Category will usually
suffice.

More information on the purpose of some of the available entity categories can be
found on the following pages:

® REFEDS Research & Scholarship (collaborative tools for conducting studies
and research; see Definition)

® REFEDS Data Protection Code of Conduct (CoCo v2), eller tidigare GEANT
Data Protection Code of Conduct (CoCo v1) (good, accurate, controlled,
secure and minimized handling of personal data).

® REFEDS Personalized Access Entity Category, contains basically the same
attributes as Research & Scholarship, but with the username in the attribute s
amlSubjectID.


https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf
https://www.shibboleth.net/products/
https://www.shibboleth.net/products/
https://en.wikipedia.org/wiki/Shibboleth_Single_Sign-on_architecture
https://www.shibboleth.net/products/
https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers
https://wiki.sunet.se/display/SWAMID/Entity+Category+attribute+release+in+SWAMID
https://wiki.sunet.se/display/SWAMID/Entity+Category+attribute+release+in+SWAMID
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers#id-4.1EntityCategoriesforServiceProviders-REFEDSDataProtectionCodeofConduct(CoCov2)
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers#id-4.1EntityCategoriesforServiceProviders-REFEDSDataProtectionCodeofConduct(CoCov2)
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers#id-4.1EntityCategoriesforServiceProviders-REFEDSResearchandScholarship(R&S)
https://wiki.sunet.se/display/SWAMID/4.1+Entity+Categories+for+Service+Providers#id-4.1EntityCategoriesforServiceProviders-REFEDSPersonalizedAccessEntityCategory
https://refeds.org/category/research-and-scholarship
https://refeds.org/category/research-and-scholarship
https://refeds.org/category/research-and-scholarship
https://refeds.org/category/code-of-conduct/v2
https://refeds.org/category/personalized

Find out if the service needs to have the user ID sent
to it via so-called SAML2 Persistent NamelD instead
of via"normal" attributes

Many services use this technique because it is a more
standardised way of transmitting user IDs.

Setup and Configuration

Step

1

Option
3a

URL

Option
3b

Static
data

Instruction Guidance and Examples

Create a Service Provider (SP) for the service See SAML SP Best Current Practice
for guidance.

Install and configure software capable of handling SAML 2.0 for the service. If the service has built-

in support for SAML 2.0, configuration in the service administration interface is what needs to be

performed instead.

Use a specific login server (IdP) or choice of higher education institution (DS) in the SP of See Discovery Service Integration for
the service more information.
1dP:

entitylD: ht t ps: // webl ogi n. uu. se/ i dp/ shi bbol eth
DS:
discoveryURL: htt ps: // servi ce. seanl essaccess. or g/ ds/
Load metadata for IdP via URL
In order for your SP to know how to communicate with (or interpret data from) the IdP — either the
1dP you have chosen or the one chosen by the user in the choice of higher education institution
(DS) — it needs to have access to the metadata of the IdP. Signing certificates are used to validate
IdP metadata.
Standard:
IdP metadata: ht t p: / / nds. swami d. se/ nd/ swani d-i dp. xni
Signing certificate: htt p: / / nds. swani d. se/ nd/ nd- si gner2. crt
Here we assume that the IdP belongs to an organisation that is a member of the SWAMID
identity federation, which is the case with the Joint Web Login service at Uppsala
University.
Exception:
IdP metadata: ht t ps: // webl ogi n. uu. se/ i dp/ shi bbol et h

Signing certificate: ht t ps: / / webl ogi n. uu. se/ nd/ uu- si gner. crt

This option should only be used in case memory limitations or metadata parsing
restrictions prevent the default option from being used.

Load IdP metadata via static data SSO = Single Sign On
If your SP does not support loading IdP metadata from a URL (see option 3 a), e.g. if you can only SLO = Single Log Out
enter "static” data in an administration interface or similar. Note that the following static strings are

specific to the Joint Web Login service.

Signing certificate for SAML messages:


https://wiki.shibboleth.net/confluence/display/CONCEPT/NameIdentifiers
https://wiki.sunet.se/display/SWAMID/SAML+SP+Best+Current+Practice
https://seamlessaccess.org/work/step3/#discovery
http://mds.swamid.se/md/swamid-idp.xml
http://mds.swamid.se/md/md-signer2.crt
https://wiki.sunet.se/display/SWAMID/SWAMID+Members
https://wiki.sunet.se/display/SWAMID/SWAMID+Members
https://weblogin.uu.se/idp/shibboleth
https://weblogin.uu.se/md/uu-signer.crt

M | FCTCCAvGgAW BAgl UJo9vI K2vI asBCUs Wiy N3f ATLi zgwDQYJKoZI hvcNAQEL
BQAWGT EXVBUGALUEAWVOD 2Vi b@naWiudXUuc2Uwi BcNM YWNDI wivDe z ODQxWhg P
M EyN AOM AwNz MANDFaMBk x Fz AVBgNVBAMVDndIl YnmkvZ2l uLnV1LnNI M | Cl j AN
Bgkghki GOWOBAQEFAACCAg8AM | CCgKCAgEA2c+/ nGvFof p4RPOI sPf 7k/ 9UKZLB
A eATCt ol 13Xp4CHnaZCt S+TNr hoAavl | YPt v33YYi hi DpL7M Y] 4pvUJg5Sg/ u
CLN7sd5GaDOyVKnq7/ 6YJj NChzVK3vur HewTW+/ | Cxy7PMel YFTj wgr p+qzC2LOL
hr SMLi YC6t adycJYr h4qd CgsENt mu9ght UgNEug35XqPVRU4JADRBcan8Qt G ke
j zH zoxTQOnkVdHT88f eaqB3++eRCN5DD) j dul Xx0+Ges R3YXGaGEf axPHpZI z2Mv
OXa3CCIZ+MIDdQnJAdysi gNz1Lnu8nd 1&den5Lpj plxb8/ HcaCWPM21l 24sJh
MrJgi +yQOgqVp/ RRcj X2m063e6UHAV Cor K7t QR27AT6Ar aSOQ6! f 6g2EaQFS0Buy U0
pSWcD4Q7K83Ge/ 4zd1wzZDS2s MloeFLj zFHHz 3er kPHIXz W qHBLf 8V3yPuk/ y XW
1Uob5+ywVaPD31 NAKf Gz+Vf 947P22t j r PMUDcWhi ci wocYnvKI TF1+9CGnzbP+GL2
nFvnOQW TOBy pVMH +0kWoI 6) 4ywE+s1YAI vGYPql eD3TS2zvOyj 2cM nawzf 0D2
z8LUB+uri | Qu4yKzz1SNR/ KxZpx24zt UZ9p+7nVI WhvBHWCNVHMICNNI t xsch7wY
ENve999f D5CbZNVCAWEAAaNHVEUAVHQYDVROOBBYEFLSNNG Anl 6/ wz YW2i y2Wj9C
LnhCVBk GALUdEQQSMBCCDNnd| YnmxvZ2| uLnV1LnN MAk GA1Ud EWQCMVAAWDQYJ KoZI
hvcNAQELBQADgg! BABMri N5+8BhCBFI zZBVI Jnof eaEt aPbGsN1j Odct Or +Ns5Hy
WFr 71 Z2PP9k MDeghOMUBWAZQN92CcJI | f t Ort JzbKDHLWTQS9QmeK62EhLSZJa/
r9Y3nx2dl OuACSat Sql KAPY6gp3A9d+7IMINMRNTsSHEP7Fr nbJLWh6Li eBVSI | bvl
cdoi r coKFWL.GJi | OeqBl Wi9T229x X8CGRf xdJGX8yes| aa2gMdOYVpEFcbCSv8QHv
| Bgezb/ St 3W sZgJFxT5ZCl va2S4LNf JRbVTj LnSaS4s/ JvwpNZ9/ 09PI vyqZ25G
XeyUyr 5BgbHZLbHr whi Vpal ANvVel adKLj yQYr OMhhRehl Zqv5QpaQ¥ nBi 4pf ezA
i BBy9FxYgat SYL@BTt Uu8DCbgzNedi Rnf HI my Td+9Q4bSuRLf CaE6q70i XZ4z0Er
Ksp/ WEX5JZI yQehyC79ypsuBPaKn7yAlgl HRCt +1 MbnSTr j Lf gbhl t Y6qTZFZbvY
BJ69dR63MVEZAEB2t +Uc SNp24c OTAGI f 8Tzi Dt XgXM i Sl yglJalj GoYqsEXaTZ52
KQUQK4H+S10r +HpuQuc+W gTYpdvOoF8M CeT+1bH23Hi j Zv+LI KxsRGht | 47ncd
/ 89K58i Xy DJYmEOHBFK2dTns PXsJ4E2x UUCPmveyRauCniZni 6t 10vvYBTewe

Encryption certificate for SAML messages:

M | FGj CCAvKgAW BAgl VAP8MIxJKI LTgOKDQb2i TBeSco64wVA0OGCSqGS| b3DQEB
COWUAMBK x Fz AVBgNVBAMVDNd| YnkvZ2l uLnViLnN MCAXDTI 2MDQy MDA3Mz gz OVoY
Dz1 xM YWNDI wivDcz CDVBW AZMRcwWFQYDVQQDDA53ZWIsb2dpbi 51dS5zZTCCAI | w
DQYJKoZI hvc NAQEBBQADggl PADCCAgoCggl BAMS2r Kgj Fi 7kQaKn5&G212gq77ur v
DHj nPqSkO5UFAPYhTMFCKI nRPd3QBy J XEer +aUTFcLZRIOAc FnXZnMdeHE8A9mt+0s
A4uV3gAIAL N7 CF / / MedeSpnSULAAGYUNNA76W.t FDUdQUh3VBPaTWqF+nwweqT
nl / ReX087EkoxCy OLRr OH3aKMBKWAZ Rl xwWxF1S1d3k+z| LuPl R7XeT04Hs2vdwQ)
s50FByLcj Zi j MD6ONOF Tnj nFr MRi r VkOvJIhMu3r RO DvoH+HWs | MoaDQuvSKi hi d
LSg2AkCnm2h56 DE6UXVoasst 2bUSp5Cdct L1Fxt | wuQOVXP140nez/ Rnzf ELE+nSt h
Yckx| RukCIW cKAu/ 7ZRLp82j chx| FADkqoNPPI zbq8JPw7aYnKCF2qi KQF+oCaR
RHgusswJl t k+YHyul hnRzvWFIWQKNKunVt Aw/ f 20y9vr cuAnV+zTngo971 bec QNL
f +uXc St k4F70RGZbwpdMsNEOCIH7L30Z1/ H27JeTi 291 88CoGzi i z+dLUaLf ZYl m
9+6(QB7LL1gVBnMLZbgqgAwPl gW.0AzyNuGas 1zsp9dUOge VW 5HR8MAMRI P3KkMBJuUS
eSECCaM x98XFp6i t MaCf pnUsbTvX6Uz4z C3+MP5npkgHScG55j XF/ qUSNKk331 NA
Kc38NZP3r | 0ZUX6xAgMBAAG Rz BFVBOGAL Ud Dg QNBBSFXbB1K9CO6PI JVNKE6JBXL
71 7s Xz AZBgNVHREEE] AQug53ZW sb2dpbi 51dS5zZTAJBgNVHRVEA] AAVAOGCSqG
S| b3DQEBOWUAA4I CAQBcb9nBEONpz 6MK8E! Q0j 2j UBWHFQAHSNPWHUTEVI 2RAQGU
PMVa8+I J4X/ TOOCh4b8YpHggf yLm oVQZCZ+chi 4FNr ZVyn3GP8f 40Br 15ng3Vn8i
511KZbPBVARyaPAucsFej UBKVi 2|1 EchRbDXazp4h63Y99/ r hW D/ f Plep2pPD3I 8
0PsV9dVr h66t SGRBpgRt 63Lcl cNi LZbt Qakuo4nmOQSKs MAof mbVuvBDi Pl DVp1F5
R OvN 4/ ahOWOs SkP+bDXj e06Y5j 8A23LCde34Q8vUDWHQIpGrR5b7ayaf L\W8
h3AH 6DPyJI j U3VI La0+2ZCak6ko1Zl HEq8i naglO83QLO+Z84uuCGhTPcqoi let k
6kf M 5zunUJ/ 4Df FweFVKUPpACzp7VKj X2nPd3Y1knLi i i 3FUcf wSVoLj ZsA28nW
1M i C5gvd5nuRVIRNBA2zcYnFsr el MBgbxBgr xanaFwC3TmOWKs/ v/ 1 tt T2Yr 50Z
96eE5WIg5a6! uFCDOt KRG wt Jv7vX9r zJGh34hVEi RvnP95UCJIasz5H5z+LKDzi d
aFZMEVSLDu5BPoBwW3r gdmYEPyvf Fyb7FaqZK5ecbAR8ey MBe 7wIk QB7AaBGEM+ Q
i NC7KsChSz3K7np3KW n4DRoi PFJ9ZXA 5FI | uX5Lf XCoVTf vQQ kMTWTHc6i g==

URLSs for SAML messages:

SSO:
HTTP POST: htt ps: //webl ogi n. uu. se/ i dp/ profil e/ SAM.2/ PCST/ SSO

HTTP Redirect: ht t ps: / / webl ogi n. uu. se/ i dp/ profil e/ SAML2/ Redi r ect / SSO

SLO:
HTTP POST: htt ps: // webl ogi n. uu. se/ i dp/ profil e/ SAML.2/ PCST/ SLO

HTTP Redirect: ht t ps: // webl ogi n. uu. se/i dp/ profil e/ SAM.2/ Redi rect/ SLO

Which variant of URL should be used depends on what your SP supports, but HTTP POST is most
common.


https://weblogin.uu.se/idp/profile/SAML2/POST/SSO
https://weblogin.uu.se/idp/profile/SAML2/Redirect/SSO
https://weblogin.uu.se/idp/profile/SAML2/POST/SLO
https://weblogin.uu.se/idp/profile/SAML2/Redirect/SLO

4 Add multifactor authentication (MFA) See e.g. Requiring Multi-Factor
Authentication and Multi-Factor Access

If The Joint Web Login service currently supports TOTP multifactor authentication through the REFED | for further information and SP

MFA S MFA profile. configuration examples.

is

required Users activate TOTP for their user accounts on the user account website. For REFEDS MFA, the authentication

class (Aut hnCont ext O assRef)
should be: https://refeds. org
/profile/nfa

Normally, the SP of the service should indicate that multifactor authentication is required and with
which technology.

Important:

® that the SP of the service only indicates one preferred technology (REFEDS MFA) for

multifactor authentication in login requests! The Joint Web Login service currently has no way

of knowing which technology/technologies are supported for a given user.

® that the SP of the service verifies that multifactor authentication was performed and with the

correct technology! See r equi re aut hnCont ext Cl assRef in the examples.

® that the SP of the service prevents manipulation of login requests so that the multifactor

authentication requirement cannot be circumvented!

Turn on signing of login requests in the SP of the service and add <SPSSCDescr i pt or Auth

nRequest sSi gned="true"
then require all login requests to be signed by the SP of the service.

Metadata

.. >to the service metadata. The Joint Web Login service will

Step Instruction Guidance and Examples
1 Create metadata in XML format Examples of metadata for other services can be
found at https://metadata.swamid.se/.
The most fundamental part of this is purely technical details such as the unique ID of Select any service and then Show XM or Downl
the service (entityID), keys (for signing and possibly encrypting SAML messages) and oad XM and look at the file with any suitable
URLs (SAML endpoints). text viewer.
In most cases, SP software can be used to generate this metadata.
This may also be helpful to see if you seem to
See the SP software documentation for details. have "missed" anything in the metadata for your
service compared to others.
2 Supplement with user information See SWAMID SAML WebSSO Technology Profile
(section 6.1.12-6.1.13 Metadata Extensions for
Supplement with information displayed to the user at login, known as MDUI Login and Discovery User Interface (MDUI)) for
information. This may include formal requirements, use of the service and handling of formal requirements.
personal data. See Service Provider Metadata Extensions for
Login and Discovery User Interface (MDUI) for
examples
See Service Provider Privacy Policy Template for
the appropriate template to use for the service
usage and personal data handling page.
3 Supplement with contact information See SWAMID SAML WebSSO Technology Profile
(section 6.1.21 Organization samt 6.1.22-6.1.27 C
Contact information is needed so that responsible persons can be reached. ontactPerson) for formal requirements.
See Contact and Organization information for
Service providers for examples.
4 Supplement with special tag for DS See Identity Provider Discovery Service Protocol
and Profile (section Use of Metadata), for
If DS When selecting the higher education institution (DS), you must supplement the service | information on this security feature.

metadata with a tag <Di scover yResponse> inside the tag <SPSSCDescr i pt or >
and <Extensions>.

This is a security feature to prevent arbitrary web pages from misusing institution
selection and tricking the user after login.

In principle, this controls which URL the user is allowed to be redirected to after login,
and thus where the login information is allowed to be sent.

See Enabling OpenAthens Wayfinder: Shibboleth
for illustrative examples of how this configuration
can be done.

See Redirect to SSO Service at the 1dP for
general information on how the web flow works
when selecting the institution (DS).


https://en.wikipedia.org/wiki/Time-based_one-time_password
https://refeds.org/profile/mfa
https://refeds.org/profile/mfa
https://uu.se/konto
https://shibboleth.atlassian.net/wiki/spaces/SP3/pages/2114781453/Requiring+Multi-Factor+Authentication
https://shibboleth.atlassian.net/wiki/spaces/SP3/pages/2114781453/Requiring+Multi-Factor+Authentication
https://docs.shib.ncsu.edu/docs/mf_access.html
https://metadata.swamid.se/
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/pages/viewpage.action?pageId=17138098
https://wiki.sunet.se/pages/viewpage.action?pageId=17138098
https://wiki.sunet.se/display/SWAMID/Service+Provider+Privacy+Policy+Template
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/display/SWAMID/3.5+Contact+and+Organization+information+for+Service+providers
https://wiki.sunet.se/display/SWAMID/3.5+Contact+and+Organization+information+for+Service+providers
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-idp-discovery-cs-01.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-idp-discovery-cs-01.html
https://docs.openathens.net/providers/Enabling-OpenAthens-Wayfinder.12386463.html#EnablingOpenAthensWayfinder-Shibboleth
https://en.wikipedia.org/wiki/SAML_metadata#6._Redirect_to_SSO_Service_at_the_IdP

5 Specify NamelD format

If If the service uses SAML2 Persistent NamelD for user ID transmission, the NamelD
SAML2 format
Persisten | ur n: oasi s: nanmes: tc: SAM.: 2. 0: nanei d- f or mat : per si st ent must be

t specified in the service metadata or in the login request.
NamelD
is used NOTE! Itis very important that the NamelD format ur n: oasi s: names: t c: SAM.:

1. 1: nanei d- f or mat : unspeci fi ed is not listed as an available option in the
service metadata. Otherwise, all NamelD formats in the metadata will be ignored and
the NamelD may not be sent at all.

You need to let us know if the service needs the user's actual user ID (e.g.
abcd1234@user.uu.se) or the value of any other SAML attribute sent as SAML2

Persistent NamelD. Otherwise, an anonymised version of the user ID will be sent by
default.

Publication of Metadata

Step Instruction Further Information
1 Verify metadata before publishing

Check that your SP and service metadata meet all the requirements in SWAMID SAML WebSSO
Technology Profile (section 6 Operational Requirements for Relying Parties).

2 Submit the service metadata to SWAMID for publication For further information on the
metadata tool and its use, please
Metadata should be published either in the SWAM D (IdP) metadata stream or in SWAM D and contact SWAMID.
eduGAl N (DS).

From January 2022 onwards, this is something you normally do yourself (see blog post) via the
SWAMID metadata tool.

Metadata tool login is done here with an account from any organisation connected to SeamlessAcce
ss via eduGAIN.

NOTE! When requesting publication of metadata from within the metadata tool, an email will be sent
which must be manually forwarded to SWAMID Operations in order for the publication to be
performed.

3 Done! Your service is now ready to use the Joint Web Login service

NOTE! It is not until the metadata is published (plus a certain time delay, up to 8 hours) that Joint
Web Login is aware of your service and can be used to log in to it.

If you have any questions, please contact IT Support and ask to be put in touch with the operators of the Joint Web Login service.


https://wiki.shibboleth.net/confluence/display/CONCEPT/NameIdentifiers
https://wiki.shibboleth.net/confluence/display/CONCEPT/NameIdentifiers
https://wiki.shibboleth.net/confluence/display/CONCEPT/NameIdentifiers
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/display/SWAMID/SAML+WebSSO+Technology+Profile
https://wiki.sunet.se/pages/viewpage.action?pageId=112168319
https://metadata.swamid.se/
https://metadata.swamid.se/admin/
https://seamlessaccess.org/about/
https://seamlessaccess.org/about/
https://edugain.org/about-edugain/what-is-edugain/
https://wiki.sunet.se/display/SWAMID/Contact+SWAMID#ContactSWAMID-SWAMIDOperations
https://wiki.sunet.se/display/SWAMID/Contact+SWAMID
https://www.uu.se/en/staff/service-and-tools/it-and-telephony-services/it-support
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